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The Data Handling Review was published in June 2008, putting in place a set of 
mandatory measures for government on protecting personal data. The report committed 
government to report annually on the progress made in meeting the requirements of the 
review, and work on information risk that will be necessary in the future. This is the first 
such report. 
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Introduction from the Cabinet Secretary 

Smarter, more efficient and convenient public services depend on the right information 

being available, reliable, and well protected. It is therefore a necessity that we make sure 

that the risks to this information are properly managed. 

 

In June 2008, we released the first report into cross government data handling procedures.   

That report put in place a set of unprecedented mandatory measures for government 

departments to improve the way in which government manages and handles personal 

data. This report takes stock of the progress made since the publication of the Data 

Handling Review1 (DHR).  

 

Government departments have been, and continue to be, firmly focused on improving their 

ability to protect and handle personal data.  A great deal of hard work has been done and 

much achieved in this period. As with any form of risk, there can never be guarantees that 

every risk to information can be avoided; as the DHR made clear, managing risks to 

information will always be an ongoing task. 

 

Changing data handling culture remains the greatest challenge ï not just for government, 

but for every sector.  In the past it had become too easy to think that a tiny memory stick 

was not something that needed to be particularly protected.  But when it contains names, 

dates of birth, financial details and other important and personal information then its value 

increases significantly; changing a seemingly minor and replaceable piece of technology 

into a very valuable commodity which must be treated accordingly.  The ease and speed 

with which we can now move significant amounts of data around should not obscure just 

how important that data is for the individual who has entrusted it to government. 

 

We have made significant and far-reaching progress in bringing about a culture change in 

the way that we value and handle personal data.  We have tightened processes and 

enhanced the skills of public sector staff that handle personal data with well over 450,000 

civil servants trained in data security awareness since the publication of the DHR.  

 

The new requirements have helped achieve a level of unparalleled transparency and 

scrutiny.  Strict monitoring and compliance regimes mean that losses and near misses are 

more reliably reported allowing the lessons to be learnt, and help make sure that they do 

not happen again.  

 

Accountability has been strengthened with responsibility for managing departmentsô 

information risk firmly established at Board level.  In addition, there are now over 9,000 

Information Asset Owners (IAOs) in government with responsibility for how information is 

handled at a business level.  These are not new appointments but information security is 

now a core part of their existing roles. 

 

Of course, technical precautions are equally important.  Government departments have 

encrypted laptops and other mobile devices which hold personal data.  As theft of mobile 

                                                           
1
 http://www.cabinetoffice.gov.uk/media/cabinetoffice/csia/assets/dhr/dhr080625.pdf 

http://www.cabinetoffice.gov.uk/media/cabinetoffice/csia/assets/dhr/dhr080625.pdf
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devices is always a threat, these measures provide an important layer of security when all 

else fails. 

 

The overwhelming majority of the data handled by the government is handled properly and 
securely. It is an essential part of many public servants jobs. Millions of record transfers 
and transactions are safely conducted enabling effective and efficient public services to be 
delivered every day. And while we continue to do more with less to meet the challenges of 
the economic downturn, including bringing greater efficiencies and savings, the task of 
improving information security will always be a continuing process with no room for 
complacency. 
 
 

 
 

Sir Gus OôDonnell, Cabinet Secretary 
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Foreword from the Information Commissioner 

I welcome this report, and the progress made over the last 18 months in ensuring the 

secure use of personal data in government. It marks an important step in bringing greater 

openness and transparency to the ways in which government handles our personal data. 

 

All organisations should inspire public trust by collecting and using personal information 

fairly, responsibly and securely. Sustaining and building upon the measures put in place by 

government to improve the handling of information will significantly reduce the likelihood of 

incidents and problems in the future.   

 

It is clear that there remains no room for complacency. As organisations continue to use 

information, and do so in new ways, government must keep pace and ensure that the right 

protections are in place to safeguard public trust.  

 

Armed with our new powers of assessment, the Information Commissionerôs Office (ICO) 

will aim to help Departments to live up to their commitments.  In this way, the ICO will be 

helping to keep Whitehall up to scratch.  But we also have a major job of education to do, 

helping organisations, both public and private, stick to the rules and keep out of trouble. 

 

 
Christopher Graham, Information Commissioner 
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1 Context 

 

Use of information and technology has transformed public services 

1.1 The increasing use of information across society, in all sectors of the UK, and other 

countries has transformed the way that people conduct business and interact with 

each other. Government is no exception to this trend and a host of new 

technologies and business models and new ways of using information have been 

employed to deliver better, more convenient and efficient public services. For 

example: 

 18 million people are enrolled in the Government Gateway2, safely accessing 

164 public services available online. These range from giving employers 

ways for to advertise jobs, to members of the public seeking state pension 

forecasts.  

 NHS, social care providers and voluntary organisations have worked to 
enable many more patients to choose to be cared for at home if that is their 
preference. This requires the use of information to give a better 
understanding of the people receiving a service, their preferences and 
decisions.  

 More than one million job searches take place a day using the Jobpoint 

service available in job centres, libraries and supermarkets across the 

country using up to the minute information on job vacancies across Europe.  

 More efficient use of information also allows government to provide better 
value for money. For example, sharing back office operations and IT will play 
an important part in securing the £35 billion of savings3 targeted over the 
period of the 2007 comprehensive spending review. 

 
1.2 There are also cases where sharing information is crucial. For example, in order to 

protect national security, prevent crime, or support the protection of the public. 
 

1.3 Public services are increasingly no longer provided by single departments.  
Departments collaborate with each other, with local authorities, the NHS, charities 
and with commercial organisations in order to deliver efficient and effective 
personalised services. These approaches bring improvements to services and 
savings to the public purse. They also mean that more effort and investment must 
be made in protecting the information used, and enabling these changes. 
 
Emerging risks to information 

1.4 These changes clearly deliver great benefits for government and for the public, but 
they also bring new challenges. Managing risks around sharing information can 
sometimes become complicated when more than one organisation is involved. 
Equally challenging is the fact that data can be stored on very small devices such 
as memory sticks which, if lost, can put information at risk in greater quantities than 
before. 

 

                                                           
2
 www.gateway.gov.uk 

3
 http://www.hm-treasury.gov.uk/d/oep_final_report_210409_pu728.pdf 

http://www.gateway.gov.uk/
http://www.hm-treasury.gov.uk/d/oep_final_report_210409_pu728.pdf
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1.5 The continuing pace of technological change, the prevalence of social networking, 
the growth of mobile means of accessing the Internet and the advent of Web 2.0, 
and Web 3.0, mean that the ways in which information is used will continue to pose 
challenges to how we protect information that is held or transferred.  

 

1.6 As information becomes an ever greater part of how we live our lives, it inevitably 
becomes a more attractive target for those who might seek to exploit that 
information for their own purposes. E-crime, cyber attack and other threats have 
risen in tandem with the overall growth of the Internet. In addition, as the devices we 
use to store information become more portable they become an easier target for 
opportunistic criminals. 
 

1.7 As we go forward, we need to continue to look to find ways of delivering services 
which meet the needs of the modern citizen whilst taking proportionate and 
measured steps to manage the risk of deliberate or negligent action which might 
lead to the compromise of personal information. 
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2 Improving Information Risk Management: The Data Handling 

Review 

2.1 The Data Handling Review (DHR) identified the areas where government needed to 

improve its data handling capability and put in place a firm set of rules for 

departments to follow.  Though there will always be more to be do to manage any 

kind of risk, this section looks at the progress made by government in addressing 

cultural change, information risk management and technical precautions. An 

assessment of progress in implementing the DHR milestones can be found in 

Annex A. 

2.2 The changes in the way that government manages information risk can be divided 

into three categories: 

 Promoting a culture that values and protects information 

 Improving the procedures for managing information risk through measures 

such as accountability and external scrutiny 

 Ensuring the right technology is available to protect information 

 

Promoting a culture that values and protects information 

2.3 Organisational culture is one of the most powerful ways in which information risks 
can be managed because it affects, and reflects, the way that people think and the 
way that they behave. This means that the right culture can mitigate many different 
kinds of risk in many different situations. Government has taken steps to ensure that 
the value of information is understood, HR procedures are bolstered, and that the 
regulatorôs powers are strengthened to help bring about the right kind of culture 
across the Civil Service. 
 
Understanding the value of information 

2.4 Hundreds of thousands of civil servants handle information of different kinds, on 
paper and on computers, every day. It is essential in doing so that they recognise 
the value this information has; both to the individuals concerned, and to the 
organisation that needs to use it to deliver services. This means that government 
must aim to have staff at every level that value information as an asset, protect it 
appropriately and share it securely. 

 
2.5 Government has made significant progress since the publication of the DHR in 

raising awareness of the value of information. According to the results from a pilot of 
the Civil Service people survey4, 93% of staff in the organisations that participated 
are aware of data security policies and put them into practice.  
 

                                                           
4
 The pilot survey included 11 public sector organisations. The full people survey will be published later in 

2010. More information can be found at http://www.civilservice.gov.uk/news/2009/october/staffsurvey.aspx 

http://www.civilservice.gov.uk/news/2009/october/staffsurvey.aspx


-9- 
 

2.6 Other evidence5 suggests that around 40% of private sector organisations provide 
ongoing security awareness training for their staff.  

 
2.7 Training and awareness programmes are one important way in which government 

can influence and foster cultural change. The Cabinet Office, in conjunction with the 
National School of Government (NSG) has produced an e-learning package, 
óProtecting Informationô which has been shortlisted for 5 e-learning awards6. Some 
departments have developed bespoke training for their staff and in total, more than 
450,000 staff across government have now successfully completed enhanced 
training on protecting information. Training and awareness programmes will 
continue in future years in order to ensure that further progress is made in 
promoting a culture that values and protects information. 
 

                                                           
5
 http://pwc.co.uk/pdf/BERR_2008_Executive_summary.pdf  

6
 www.elearningage.co.uk/awards.aspx, www.ittrainingawards.co.uk, www.e-governmentawards.co.uk 

Case Study 2.1: Organisational culture in government 

Considerable effort has been invested across government in evolving a working 
culture that supports the proper handling of information. This work, like initiatives 
such as Health and Safety, will take time to mature but significant progress has been 
made by Departments. 
 
HM Revenue & Customs has undergone an extensive programme of cultural change; 
training all 90,000 staff; running a series of training events with nationwide coverage, 
providing clear policy guidelines, and developing new ways of communicating data 
security messages to staff.  

 

 

 

 

http://pwc.co.uk/pdf/BERR_2008_Executive_summary.pdf
http://www.elearningage.co.uk/awards.aspx
http://www.ittrainingawards.co.uk/
http://www.e-governmentawards.co.uk/
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2.8 To help drive cultural change through all elements of service delivery government 
has also made the e-learning package available to its contractors and delivery 
partners. 
 

 
 

2.9 A further, more advanced, training module has been produced to meet the needs of 
those with specific information handling responsibilities, such as Information Asset 
Owners (IAOs) and line managers. This training is also relevant to roles that focus 
on policy, project management and procurement.  Feedback and the monitoring of 
uptake and performance are helping inform the development of further training. 

 

Case Study 2.2: Mandatory training for those who handle personal data 

Protecting Information presents staff with some of the situations and choices they may 
face in handling and using information safely in the working day. The training package 
provided by Cabinet Office is available, free of charge, to all public service 
organisations.  

 
 
The e-learning training has now been accessed by over 500 organisations in central 
government, wider public sector and supplier organisations. 
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2.10 In order to provide the right support to senior managers across government, the 
Cabinet Office and CESG7 have also provided extensive training and workshops to 
support staff carrying out specific IA roles, e.g.  Senior Information Risk Owners 
(SIROs) on a monthly basis since the inception of the Data Handling Review. This 
training sets out the individualôs key responsibilities and puts them in the wider 
business context. In this way common issues and best practice are identified and 
shared. Information risk training has also been provided to departmental audit 
committees through a series of regular seminars run by the National School of 
Government and HM Treasury. In addition, the 2008 Best Practice in Audit 
Committee Conference focused entirely on information risk. 
 

                                                           
7
 CESG is the National Technical Authority for information assurance and a key partner in the improvement 

of information risk in the UK 

Case Study 2.3: Organisational culture in government 

The Ministry of Defence (MoD) has targeted a large group of public servants many 
of whom are not desk based (e.g. security guards, messengers, technicians, 
receptionists and thousands of service personnel and warehousemen). However 
they all handle information and need to do so securely.   MoD has developed an 
awareness package for this group tailoring the IA message to be relevant and 
meaningful to their working environment.  
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2.11 Government organisations are now working to complement baseline training with 

further, targeted work aimed at driving cultural change. For example, The Centre for 
the Protection of National Infrastructure8 has developed and piloted a security 
culture review and evaluation tool which provides insight into an organisations 
current and desired security culture. This allows organisations to understand their 
strengths, weaknesses and identify areas where improvement would facilitate 
cultural change. The tool is being made more widely available across government, 
and will help support the drive to change organisational security culture.  It will 

                                                           
8
 http://www.cpni.gov.uk/ 

Case Study 2.4: Organisational culture in government 

Culture change messages are most effective when couched in the context of the 
environment where change is required.  Several departments have responded by 
producing IA training and awareness materials specially suited to their working 
culture. 

 The Department for International Developmentôs training DVD óSecurity Mattersô 

provides relevant scenarios which then prompt discussions on the best way to 

deal with the types of information security risks that staff may experience working 

overseas.  

 The Department for Transport has placed considerable emphasis on training and 

supporting its IAOs.  They hold quarterly seminars allowing IAOs to share good 

practice and learn from each othersô experiences. The department has devised 

specific training that all IAOs must complete before they take on the role.  This 

ensures that IAOs are fully aware of their responsibilities and know how to 

assess and manage the risks to the information assets under their control.   

 The Home Office has developed and delivered a series of Risk Management 

Workshops for all IAOs to encourage collaboration and knowledge sharing within 

this community. The workshops also provide hands-on training for IAOs, help 

with the capture of information assets, and provide consistency in the 

management of information risks across the Home Office. 

 The Foreign and Commonwealth Office employs staff locally at embassies 
around the world.  All staff are now aware of information handling procedures.  
FCO has translated IA training and guidance into various languages to ensure all 
staff understand the potential risks and proper processes. 

 HMRC have produced a short, pocket-sized, reference booklet clearly 
summarising the rules and how to seek advice on data handling. 

 The Department for Work and Pensions (DWP) have instituted a wide, pervasive 
and effective data security programme with an award winning communications 
campaign to all staff helping to make the protection of information something 
everyone thinks and cares about.  

 The Ministry of Justiceôs Communications Strategy delivers its message through 
a range of media including corporate and agency intranets, foyer displays, 
corporate bulletins, newsletters and magazine articles, ólunch and learnô sessions 
and a literature series.   

http://www.cpni.gov.uk/

